Renewable energy sources and the increasing interest in green energy have been the driving forces behind many innovations in the energy sector, such as how utility companies interact with their customers and vice versa. The introduction of smart grids is one of these innovations in what is basically a fusion between the traditional energy grid with the IT sector. Even though this new combination brings a plethora of advantages, it also comes with an increase of the attack surface of the energy grid, which becomes susceptible to cyberattacks. In this work, we analyse the emerging cybersecurity challenges and how the ensuing risks could be alleviated by the advancements in AI and blockchain technologies.
Introduction
In past decades, the development of power grids has not been keeping pace with industrial and societal advancements that have created an increased demand of power supply. According to Ratner and Glover, during the period from 1950 to 2014, just in the US, energy production and consumption increased more than two and three times respectively. 1 With this increased demand of electricity, issues like voltage spike and sags, blackouts, and overloads have increased as well, resulting in availability issues which consequently lead to revenue losses for the energy industry. As an example, a study conducted by Knapp and Samani in 2013 indicated that the American economy loses annually approximately $ 150 billion due to power interruptions. 2 Furthermore, the power industry alone produces up to 40 percent of United States' carbon dioxide emissions, 3 a percentage slightly lower within the European Union. 4 To cope with the aforementioned shortcomings of the energy industry, the need to efficiently manage a variety of energy sources became evident. It also became clear that legacy power systems can no longer meet the requirements of modern society in terms of reliability, scalability, manageability, and cost-effectiveness. These needs gave birth to smart grid, a dynamic and interactive infrastructure with new energy management capabilities, which however inevitably created a system with potential vulnerabilities in terms of cybersecurity. In this paper, we present some of the most emerging cybersecurity challenges related to smart grid and discuss mitigation techniques based on blockchain and artificial intelligence (AI).
Background
The smart grid can be considered as the next evolution step in today's power grid technology and smart meters specifically are the corner stone of this evolution. In case an energy provider decides to shift towards a smart grid implementation, the first step is to install a smart meter in every customer and premises. Smart meters are devices that offer the capability both to the provider and to the customer real-time (or near real-time) monitoring of electricity consumption or production, in the case of e.g. photovoltaic cells. They also offer the possibility to read the measurements locally and remotely, and additionally allow the provider to limit or terminate the supply of electricity where appropriate.
The National Institute of Standard and Technology (NIST) defines the smart grid as a composition of seven domains: bulk generation, transmission, distribution, customers, markets, service providers, and operations. 5 The first three domains are responsible for the power flow, whereas the last four correspond to the part of the energy grid responsible for data collection and power management. In order to interconnect the aforementioned domains, a backbone network is required which can be broken down to smaller local-area networks. Figure 1 illustrates how this interconnection takes place in a logical as well as in a network level.
On a higher level, a smart grid consists of four main components; the Advanced Metering Infrastructure (AMI), the Supervisory Control and Data Acquisition (SCADA), the plug-in hybrid vehicle (PHEV), and various communication protocols. 6 AMI's role is measuring and analysing energy usage and allows a two-way communication between the consumer and the utility company. Smart meters communicate with the AMI headend, which aggregates the information from a large number of meters, and relay the aggregated data to the Meter Data Management System (MDMS). Communication between the smart meters and the AMI headend is usually achieved through wireless links such as Wireless Sensor Networks (WSN), 7 cellular systems, 8 or even cognitive networks. 9 As a result of the highly-distributed nature of the AMI network and the openness of the wireless communication medium, we are motivated to examine the cybersecurity challenges that arise due to the increased attack surface and investigate the opportunities that this early stage of smart meters' adoption has to offer.
Cybersecurity Challenges
Cybersecurity poses one of the largest and multifaceted challenges that the smart energy grid and the IoT ecosystem in general will have to address in the years to come. Given the number of interconnected sensors, devices and networks that constitute a smart grid, it becomes evident that it is susceptible to online probing, espionage, and constant exploitation attacks by malicious actors aiming at disrupting the stable and reliable energy grid operation, obtaining sensitive customer information, as well as threatening the CIA triad (confiden-tiality, integrity and availability) of the network. 10 In order to have a clearer picture of the dangers posed by the integration of smart energy meters in the traditional energy grid, we will examine the security requirements of a smart grid and analyse the most high-profiled challenges from a cybersecurity perspective.
Cybersecurity Requirements and Objectives in the Smart Grid
According to NIST, the main criteria required to ensure the security of information in any given information system, thus smart grid as well, are confidentiality, integrity and availability, also known as the CIA triad. 11 It is also widely accepted that accountability is another important aspect of security, therefore it will also be included as an additional criterion below. 12
Confidentiality
Generally, confidentiality is the preservation of authorised restrictions on information access and disclosure, including means for protecting personal privacy and proprietary information. Once an unauthorised entity, individual, or process gains access to proprietary information, we consider that the confidentiality of the specific system is lost. In the context of the smart energy grid, information such as the past and present measurement values of a meter, consumption usage, and billing information are considered confidential and hence must be protected. Most utility providers nowadays offer electronic bills and some of them even web portals with real-time statistics of energy usage for each customer individually. With this increased accessibility of consumer data on the internet, confidentiality is starting to become increasingly significant. 13
Availability
Availability is defined as the provision of timely and reliable access to and use of information and services. In the case of the smart grid, availability can arguably be considered as the first priority since an availability loss in the grid can potentially have a serious adverse effect on organisational operations, organisational assets and individuals. An availability attack takes place in the form of traffic flooding, where the attacker aims to delay or disrupt message transmission, 14 or buffer flooding where the malicious actor aims to overwhelm the AMI's buffer with false events. 15 Both attacks fall under the umbrella of Denial of Service (DoS) and the main objective of the attacker is to exhaust the computational resources of the smart grid and degrade the network communication performance of the grid.
Integrity
Integrity in smart grid is ensuring that there will be no kind of violation of data, including destruction, modification or loss of information while maintaining consistency and accuracy. 16 In smart grids, malicious alteration and tampering of critical data in sensors, meters, and command centres can be divided into three major categories. First, there is the integrity of the information in the network, which includes price information and power consumption. In addition, there is the integrity of the software running on the devices, and finally there is the integrity of the hardware which is somewhat of a more cyber-physical challenge. For instance, a set of compromised smart meters whose readings have been altered by the attacker can be considered as an integrity attack. 17
Accountability
Accountability is ensuring that every action in any given system can be traced back to the person or entity that performed it. This way, all the information can be used as evidence without anyone being able to dispute the chain of custody of the information or question the non-repudiation of the system. An example of an accountability attack concerns the monthly electricity bill of the consumers. Typically, a smart meter is able to determine and report the customer's power consumption on a daily basis. However, if a meter is under attack and its readings are altered, then the customer will end up with two separate readings, one from the meter and one from the utility company.
Cybersecurity Threats and Weaknesses
In this section, we will identify four of the most prevalent cybersecurity challenges that stem from the integration of IT with traditional energy grid systems. Also, we will see how most of the challenges emanate from our need to defend the CIA triad which we analysed in section 3.1.
Cyber-attacks
Cyber-attacks on smart grids are a very commonly discussed topic due to the vulnerabilities existing in the grids' communication, networking, and physical entry points. Attacks in the smart grid environment can be categorised into two broad categories 18 :
• Passive attacks: these are attacks that do not intend to affect system resources and their sole purpose is to extract system information. 19 In these kinds of attacks, the attacker's objective is to learn or use information that it is transmitted, or to retrieve information stored in the system. Generally, passive attacks are relatively hard to detect, since no alteration of data takes place, thus the best defence against them is prevention through solid security mechanisms. • Active attacks: these attacks are aimed towards a system's resources and attempt to either modify or disrupt them. The most common actors in these kinds of attacks are malicious users, spyware, worms, Trojans, and logic bombs. 20 According to Li et al., the most ordinary types of these attacks are device attacks, data attacks, network availability attacks, and privacy attacks, 21 whereas Wang and Lu classify the attacks as those targeting availability, those targeting integrity, and finally those targeting confidentiality. 22
Trust
Varying requirements exist for operations performed in smart grids. The system consists of the power grid itself, the communication network, and the devices controlling the process. 23 Honesty and trustworthiness are essential behaviours in the relationship between the consumer and the utility company, thus the validity of the energy bill of the consumed energy is of vital importance from the consumer point of view, whereas the energy provider needs a trustworthy and fully auditable reporting tool for each operating device in the grid. These demands create new challenges that need to be addressed in an environment that all entities cannot be considered as trusted. Therefore, a trusted intermediary entity needs to decide upon the status validity of the devices and manage the access policies for the network, in a way that can authentically report the current state of the network to third parties.
Single Point of Failure
From a reliability perspective, it is well documented that a single point of failure is one of the biggest concerns in a master-slave architecture. In smart grids, a DDoS attack could disrupt, delay, or prevent the flow of data and eventually even collapse the AMI network. This denial of data exchange means a loss of control messages and may affect the power distribution to the customers in the smart grid. From a scalability perspective, the number of the clients is limited by the capacity of the AMI network in terms of bandwidth and routing capabilities, and the latency is determined by the round-trip time (RTT) between the AMI headend and the devices in the network. In addition, as related research by Rodrigues, Guerreiro, and Correia shows, 24 there is an exponential growth of IoT devices, a trend that will likely be followed by smart energy meters as well. Therefore, scalability is emerging as one of the key factors for energy grid development and exploitation, considering the technical challenges connected with the geographical distribution over broad areas and the connectivity and resource availability in general. 25 
Identity and Access Management
One particular issue with smart meters in smart grids is the management of the cryptographic keys that are required by every meter for cryptographic computations, such as the encryption of the transmitted data. Before the deployment of the AMI, the confidentiality of customer privacy and customer behaviour, as well as message authentication for meter reading, and control messages must be ensured. This can be solved by encryption and authentication protocols which depend on the security provided by cryptographic keys. The current industry standard is the use of a X.509 certificate for identification and for establishing a secure connection during data transmission. However, these cryptographic keys remain static for the whole life-cycle of the meter, and a key management mechanism that would allow manufacturers to periodically update or revoke them does not seem to be currently implemented. Furthermore, since such keys are also considered a form of strong device recognition, an attacker could possibly abuse the private key of the device 26 and enable access to the device by unauthorised parties, or even potentially impersonate the device in the network.
Based on the requirements set by NIST regarding cryptographic keys, e.g., a fixed cryptoperiod (i.e., expiration date) or the existence of a key recovery function, 27 we consider that such a generic approach cannot be applied in an intelligent environment such as a smart grid, since the keys remain static and vulnerable and even though some functional requirements can be met, stricter security requirements cannot be fulfilled. A zero trust design philosophy is required in order to inspire confidence in the validity of the secure keys and certificates.
Opportunities
The emergence of technologies such as Blockchain and Artificial Intelligence (AI) has created a new field for research and innovation, while at the same time offering opportunities in the field of smart energy grids. In the following section, we will attempt to identify some of these opportunities and envision how to apply these technologies in order to countermeasure the aforementioned cybersecurity challenges.
Blockchain Application for Cyber Resiliency
Blockchain is defined as a distributed data base or digital ledger that records transactions of value using a cryptographic signature that is inherently resistant to modification. 28 In a move towards a cyber-resilient energy grid, Blockchain could commoditise trust and also potentially support auditable multi-party transactions between energy providers and customers.
The blockchain is the equivalent of a book maintained by a bank, which contains all the accounts and each transaction made. One of the most interesting aspects of blockchains is that they contain the records of every transaction made since the beginning, also known as genesis block, by using a peer-to-peer distributed timestamp server which generates computational proof of the chronological order of the transactions. 29 The use of blockchain presents numerous potential cybersecurity benefits to the electricity infrastructure:
• Identity of Things: As mentioned in Section 3.2.4, identity and access management of the devices in the grid is an issue that needs to be addressed efficiently. The ownership of a device can change during its lifetime or even be revoked in case a consumer is not consistent with his financial obligations towards the energy provider. Apart from ownership, there are also attributes that each device has, such as manufacturer, type, deployment GPS coordinates etc. Blockchain is able to address these challenges since it can register and provide identity to connected devices along with a set of attributes that can be stored on the blockchain distributed ledger in a fully auditable manner. 30 • Data integrity: As per blockchain's design, every transmitted block in the network, thus all data transmitted by the devices in the grid, are cryptographically signed and proofed by the sender. Each node has its own unique public and private key and thereby it is ensured that the data are encrypted and cannot be tampered. Finally, all blocks are recorded and timestamped on the chain and cannot be changed in a later time, therefore ensuring the accountability and the integrity as described in Sections 3.1.4 and 3.1.3 respectively. • Securing communications: The most commonly used network communication protocols, such as HTTP, MQTT and XMPP, are not secure by design and thus have to be wrapped within TLS at the application layer. However, protocols such TLS or IPSec rely on complicated and centralised certification authorities for the management of the keys, mainly through a public key infrastructure (PKI). With blockchain, there is no longer the need to rely on a centralised authority, since each node in the network receives a Universally Unique Identifier (UUID), as soon as it joins the network, and also creates an asymmetric key pair. This allows to simplify the handshake procedure and use light-weight protocols, such as TinyTLS, without handling and exchanging PKI certificates during the initial phase of the connection. 31 This way we are able to tackle the challenge described in Section 3.2.4 in an efficient manner without the added overhead of complex PKIs.
Al and Smart Contracts
Despite the fact that blockchain solutions add a layer of cryptography in communications and digital transactions, in complex IoT environments such smart energy grids, many complex cybersecurity challenges remain. An example is the patch management of the smart meters or their improper configuration. Especially in the first case, the timing between the discovery of a new vulnerability and the deployment of the patch to the affected devices is crucial. In such a scenario, a public repository could be queried periodically in order to check whether a new patch is available. The process could be performed with a blockchain-based smart contract, which would validate the transportation of the correct patch and provide an incentive for updating. Such a smart contract could operate on the basis of device-specific information, mainly model and firmware version of the device. According to this data, the contract would decide on whether an update is necessary and instruct the device to perform the update.
In case the device is compromised and refuses to update, its trust score could start to decline and the energy provider would be notified regarding the misbehaving device. Whereas the distributed public ledger of blockchain may assist in increasing the trustworthiness, AI-enabled smart contracts could add unique value in the timely response to emerging cyber threats like an emergency response to a naturally occurring weather event or a cyber-physical hybrid attack. 32 That way, some functions of the power grid would become self-healing and resilient.
Additionally, through the combination of AI and blockchain, we could achieve an almost real-time security response to unauthorised attempts to change configurations or network and sensor settings. Anomaly-based intrusion detection systems assisted by Machine Learning (ML), could be an effective method to detect intrusions and attacks, which have not been previously detected. Such a system, combined with the immutability of blockchain, could reduce the overhead of the forensics investigation in case of a security incident, by providing a well-established timeline of events for evidence-analysis.
Conclusions
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